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Form 2012 to now, lecturer, Department of Railway Information
Engineering, Southwest Jiongtong University. Major Courses Include
the Reliability and Safety of Railway Signaling System and Chinese

Train Control System(CTCS).




1. Introduction of SWJTU

Southwest Jiaotong University (.
and Is one of China’s oldest highe "
as the cradle of China’s railway e RN it
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« SWJTU has achieved the goal of having national-level
platforms for all specialty disciplines of civil engineering,
mechanical engineering, electrical engineering, traffic &
transportation engineering and survevmog un 0
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1.1 Major faculties
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1.2 Projects related to HSR

National 973 Key Project

Major Project, Ministry of Education

Major/Key Project, Ministry of Railways

Major Research Project, China Railway
Corporation

Fundamentals of broadband wireless communication networks
under high mobility scenarios

Research on the key technologies of intelligent railway traffic safety
and engineering structure health monitoring

Research on the key technologies of in railway signaling security

Research on railway signaling equipment security authentication
technologies

Research on Maintenance technologies for signal detection—Study
of communications monitoring and maintenance technologies

Research on Maintenance technologies for signal detection—Study
of signaling monitoring and maintenance technologies




1.3 Research on Traffic Information Engineering and Control

- High-speed railway signaling technology \
- Railway signaling network security

« Intelligent operational condition monitoring
Research - CTCS-2/3 simulation, design and verification
& « CBTC-based signaling system, ATO, ATS, etc.,

« Automation of railway marshalling
- RAMS application in railway signaling /
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Health Monitoring and Detection for High-speed Railway Turnouts
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Functions:
On-line monitoring the temperature, current, voltage of point machine

On-line monitoring the transforming force, close of turnout

On-line monitoring and detecting the flaw at the bottom of turnout




Integrated Railway Signaling and Communication Monitoring System

Production dispatching
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Key Laboratory of Traffic Information Engineering and Control

Dispatching simulation system Signaling control testing

%g erlflcatlon system




Key Laboratory of Urban Rail Operation & Control




2. Introduction of CTCS

« Two direction of railway development

Heavy haul railway for Freight
Transportation

High speed railway for Passenger

Transportation ~ [ SWJTU,
Chengdu




CTCS: Chinese Train Control System
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The Control principle of CTCS-2

Track circuit Function:  Balise Function: Onboard system Function:

: : . supervises the movement of the tr
Train occupancy and location Temporary limited speed _ . _

ain to which it belongs, on basis of

Moving authority Line profile
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The Control principle of CTCS-3

_ Radio Block Center RBC Centralized Traffic Control
Interlocking System (CTC)
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3. RAMS application of CTCS

 EN 50126: Railway Applications - The Specification and Demonstration
of Reliablility, Availability, Maintainability and Safety (RAMS);

« EN 50128: Railway Applications - Software for Railway Control and
Protection Systems;

 EN 50129: Railway Applications - Communications, signaling and
processing systems — Safety related electronic systems for signaling.




The characteristic of Railway signaling system

Complex: hardware/software/human error/working environment

Large scale: the number of interacting components and
subsystem has increased drastically.

Phased mission system: accelerate, decelerate and constant
Cyber-physical system: computer-based system




RAM In railway signaling system

FMEA and FTA for the reliability assessment of ZPW-2000 track circuit.
RBD and Markov Chain Model

Bayesian Network

Dynamic Fault Tree

combining DS evidence and BN
data-driven model for maintenance
Resilience Quantitative Evaluation
dependability analysis

safety and availability analysis
Avalilability assessment using Statecharts
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Safety in Rallway signaling system

HAZOP Study on the CTCS-3 Onboard System

Formal method for computer-based interlocking software

Multiformalism Modeling

Model-driven V&V assessment of railway control systems

A Markovian—Bayesian Network for Risk Analysis of High Speed and
Conventional Railway Lines Integrating Human Errors

Bayesian Networks-Based Probabilistic Safety Analysis for Railway Lines
Using catastrophe theory to describe railway system safety

Cyber Security Analysis of the European Train Control System
Vulnerabilities analysis for cyber physical system (balise-based train control)




4. High-speed train collision analysis

« Although HSRs have had only four fatal accidents in their 50-year
history, three of them occurred over the past six years as HSR
systems in operation have grown.

« Two types of train accident
train collision and derailment




110km/h over limited speed Iin Spain in 2013
80km/h over limited speed Iin France in 2015




In 2011, a collision of two high speed trains occurred in Wenzhou, China,
killing 40 passengers (Wenzhou train collision). A flaw in the signaling
systems and several managerial problems were behind the tragedy
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Ceniralized Traffic Control (CTC)
) Center
Shanghai Railway Bureau

Hanhgzhou

Zhejiang
Province

Yong-Tai-Wen
Railway Line

Analysis of Yong-Wen train collision

D3
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@ — - Signal device
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e station
@
~TC-5829
—_ D315
Velocitf <= 20kmh
Train Control
= — — Center(TCC)
[Mararmal aperatiznal made)
Wenzhounan
Station

The following train

Time Station operator Dispatcher in CTC The front train D3115 D301
Ordered D3115 to
transferred to On
Sight mode
(V<20km/h) if there is
a red light in the
20:17 interval
Reached 5829AG and
stopped automatically
for the TC Failure.
Failed to transfer to On
20:21 Sight mode
Failed to call dispatcher
20:22|Failed to call D3115 and station operator

Ordered D301 to

20:24 leave Left Yongjia Station
Failed to call dispatcher

20:28 and station operator
Transferred to on-sight
mode successfully and

20:29 restart

D301 (90km/h)
crashed into D3115

(16k_rn/h)
<1



CTC Dispatcher

CTC Dispatching Center Safety Related Responsibilities Violated: Context:
- »  Must track the route status in failure situation ¢ Work on a 12 hour shift
Route information Wrong track & Must track the train status in failure situation  ®  Schedule, Performance and Image pressure
occupancy status = NMMust take preventive actions in case of * Received and dispatched 8 other trains within 7
¥ unknown situation minutes after dispatching D3115 and before
CTC Station Werkstation D301
Inadeguate Decisions and Control Actions: & D3115 was 4 min behind schedule
' ' . Wl'ong track s  Did not track TC 5829AG failure statis & D301 was 36 min behind schedule
Route information occupancy status » Did not track where the leading train D3115 is
Y after dispatching it Mental Model Flaws:
= Dispatch D301 to run normally into the blocks = Incorrect model of track occupancy status
TCC with failed equipment and failed train s Incorrect model of D3115 location
Safety Requirements and Constraints Violated: »  Did not warn D301 train operator of the failure »  Incorrect model of the station and wayside
*  Provide safe train movement limit- situation ahead failure
& Prevent train to train collision = Believed the system is itself fail-safe
o [ail safc software design principle
*  Fail safe hardware design principle [ [y
& Failure management in software to protect against hazardous situations Command to Fai
switch to ailure to report to
. abnormal station CTC about D3113
Failures and Inadeguate Controls: status
. . ) control mode
& Equipment failure caused the system to use out-dated track occupancy status
= Communication chennel with wayside broken due w lichwening Z|= Station Operator 5
-PIO boarl.:i power cirm]it broken due to lightening 2 L_'“; fﬁz Safety Related Responsibilities Violated: E 2
= P10 provides the previous non-occupancy status to the system. = g ?)  Must track and report fiekd status to CTC in failure situations E E
& The control system output control information based on the old information P1O I s Must take preventive actions in case of unknown situation E 5
provided. £ 23 =HE
¢ Inadequate failure management process in TCC: o &= Context: Sls
- TCC only transferred component failure information to its monitoring system. # Takes orders from CTC dispatcher
no further preventive actions taken. o )
Inadequate Decisions and Control Actions:
#  Did not report D31135 status to CTC dispatcher
Physleal Contextual Factors: . o s 3 = i than s i o smpna; once he learned
s Abnormally strong lightening activities along the rail lines from WenZhou South E E the D3 115 stams
to Yonglia station about 1 hour before the accident. E =
& The passenger train operation interval is designed to be 4 minutes. s Mental Model Flaws:
T sk » Incomectmodel of D31IS status
Trck csupaney F2 | [ lomamuidolvmsis ad ot i
message i S § Y
Track Circuits
» Track Circuit 5829AG failed due to lightening [
Report of D31135 failed to Mo warning provided
start in OS5 mode 2 until 33 seconds
%‘lrﬂng Cﬂdeﬁ %’mng CUdES minutes before accident before the crash
L r L ¥ L
D3115 0nboard ATP D301 Onboard ATF 03115 Train Operator D301 Train Operator




Future research

* utilizing the field data to reliability analysis

« Bayesian Networks-Based Probabilistic Safety Analysis In
rallway signaling system
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