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Background

SIS

* Safety instrumented SyStem (SIS) Sensor *| Logicsolver —{ Actuator

I I,SIF
 Equipment under control (EUC) € EUCand EUC control system

Demands
° Demands Fig. 1 llustration of SISs and EUC
SIS;;
e Cascading failures (CAF) Ty
EUC; EUC;

Fig. 2 CAFs within EUCs and SIS
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Background

SIS;;
8- R---0.
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* Prolonged demands EI;Ci EUC

J

— A deterministic or stochastic
period

Fig. 2 CAFs within EUCs and SIS

Fire detection: Direct actions

*  Smoke ¢ Alarms (control room, Public
° ¢ Heat q announcements)
* St ress d u rl n g d e l I l a n d S * Flame Fire central * Activation of automatic fire
*  Manual call points system extinguishing systems

« Control of fans and dampers
* Start of fire pumps
* Lightsignals

— High failure rates

- Degradation Gas detection:

+  Flammable gases (CE Actions via other systems

« Toxic gases detection . Isolation. of ignition sources

* Acoustic * Production shutdown

* Manual call points SVStem * Depressurization to flare system

Fig. 3 an example of SIS with prolonged demands
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Problems
SIS;;
® Ql' o ¢ . "%
SIS performance = SIS ? EUC; EUG;

Fig. 2 CAFs within EUCs and SIS

e Q2:
The failures on activation —— PFDavg ?  rron
The failures during demands ——— ?

PFD

T 21 3t 4t Time

Fig. 4 PFDavg for Low demand SISs
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Objectives

* Propose a new method for modeling SISs to prevent CAFs during
prolonged demands
— SIS performance assessment from system perspective (EUC systems)
— Consider the failures on demand(FODs) and the failures during demands (FDDs)

EUC; EUC;

Fig. 2 CAFs within EUCs and SIS
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Assumptions

* For any EUC components and SISs, only two states are considered:
functioning or failed.

* The time to failure within EUC components and SISs follows known
distributions.

e CAFs are concerned for EUC systemes.

* Multiple CAFs can simultaneously occur, and the propagation time is
negligible.

* Repairs after any failures are not considered.
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Modeling CAFs

e (Cascading probability [1]:
— a measure of the easiness of this failure propagation

vi = Pr(propagation from EUC; |EUC; failed )

_——————
- - o

EUC; EUC;

Fig. 5 CAFs within EUCs

[1] Levitin G et al. Reliability of series-parallel systems with random failure propagation time
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Modeling SISs

Failure 1

Failure 2

CAF 1s cascaded

SISij1s activated on

SISy fails during

EUC; fails due

EUC: fails from EUCS demand (FOD) demand (FDD) to CAF
Worl:
orls No CAF
R; (1)
No cascaded faillire No CAF
EUCI —— (1) o
Fails Sl;iif;” fo a)cnvared A CAF occurs
(1-Ry(V) o
Cascaded failurne SIS works No CAF
1) (1 — Fys,,(1))
SISijis activated
(1'PFDaug,ij)
SISy fails
A CAF occurs
FSIng(t)
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Modeling SISs

P;;(t) = P.(SIS;; fails by time t) 1
0.9
= PFDgygi; + (1 = PFDgyy:;)P(Tsis < (t — t;)) 0.8
- \ Y J 0.7
Failure 1 Failure 2 0.6
o 0.
-’
Wos
o )
E 04 5’_’0 ~ FDD Failure 2
P;;(t) = P.(SIS;; works by time t) osl =
= (1 — PFDavg,ij)P(TSIS > (t—t)) ol Failure 1 FOD = I -
' | [
0.1 | |
| |
0 1 |

li T t
Time(hours)

Fig. 6 failures within EUC and SISs
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Conditional reliability

e Conditional reliability

5 _ Ri®) @®
Ri(t) = 1-y;Ri() O +®@

* Conditional system reliability

Rqs(t) = Ri()R;(t)
Rop® =1-(1-R®)(1-R;®)

10

Working R;(t) @
EUC; R
i { — No cascaded 7;R; (t) @

Failed R; (t) i
Cascaded y;R;(t) (3

Fig. 7 three scenarios within EUC

~~~~~~ N

=

Fig. 8 series and parallel of EUC
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Reliability of EUC systems

e Consider one CAF

Rs(t) = P.(No CAF )Rq, () + P-.(CAF event occurs ) [Pl- i(ORq,_,(©) + P, j(t)’ﬁﬂn_i(t)]
) | )

||
SIS fails SIS works

EUC; EUC;

Fig. 2 CAFs within EUCs and SIS
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Reliability of EUC systems

* Consider multiple CAFs

SIS12 SIS:3

__________________________

v L= P =Y 1

i | EUC. | | EUC: | i o8 | i ['eue | | Euc: | | Euc, | i
1 ~ 1 1
| | EUG | | EUC | i 8 O i = | FEve] [Eve | | Euc | |
1 ! 1 1
el 3@ . PEgE [ Euc. | [EUeY]
. 1 1 1 | 1
i | EUC, | | EUC mi i_ Q_“(?“i i_ | EUc, | | EUC, | | EUC i

CAF events SIS events Subsystems Q,,_p

Fig. 9 CAFs events and SIS events
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Reliability of EUC systems

* Consider multiple CAFs

a—1

— CAF event probability: 6,() = [T R 0™ ) -y, gi(t)]@‘m"d(lff—ll'z))

— —mod(|9=L
13 FrCen) ey [P, j(t)]mOd( T ‘2)[13;1, j(t)]<1 (|37 '2)>dth

— SIS event probability: s, ) = € fatoat

— Conditional reliability: Rq__.(t)
e System reliability:
o= > |] Z:zlah,g(w Ra,_(6) Qa(®

a€ev(1,2..2™) hevQ,

= CAF event:- SIS event - Conditional R
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SISu

Illustrative example

EUCI ‘,
— SISw:é ;SIS:- — EUC3|—
e Step 1: Conditional reliabilities — —
Ry (t) Ry (6) T s

ﬁ = — D —
1(t) 1- )/IRI (t) RZ (t) B 1-— )/Zﬁz (t)

* Step 2: CAF events probabilities:
0,(t) = [1—y,Ri@®)] [1 =y, R(®)] 62(0) = NnR:(O]-[1 ¥R, (O] 83 () = [1=71R O] [y2R2(0)]

Fig. 10 illustrative example

e Step 3: SIS events probabilities:

Jo £1ED[(A=PFDavg 1)1~} foy5 1, (=t)d)|[(A=PFD g 1) A=J, s | (umt1)dp)]dey
Iy fr(®dt

* Step 4: Conditional reliability:

021 ()=

Rq,_,(®) = Ry(O)R3(D)
e Step 5: System reliability:

Rs(t) = 01 (t) Ry (£) + 0,(t)8,1(H)Rg, , () + 63(t)851 (DR, , ()
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o [ [ J
Ve r I I C a t I o n -Generate a set of random variables for time to failures of

three components 7(4i)(i=1,2,3)
-Determine minimal time to failure 7;

No cascading failures

Yes—M

16 - : - - - - : - : T =T5
—»— Case 1 Calculation
0.9 —O— Case 1 Simulation | | No
—#— Case 2 Calculation L
08T —O— Case 2 Simulation | | Generate a uniform
—— Case 3 Calculation random number 71 for CAF
071 —O— Case 3 Simulation
>
S 06
u
° L Generate a 7, e
£ 0.5 For a demand [© '
©
Qo04f :
b Generate random variables No
03t for time to failures of SISs
: T(Ass;), T(Asiss) No CAF
02r L Ts=Min(Ti/T27T3)
Ts =Min(T, E/]},E/T}*’Min(m.ﬂ.ﬂ)(rlsm;) l
011
0 ) Cumulative distribution 7 for calculating a
0 1 2 3 4 5 6 7 8 9 10 system reliability
Time(hours)
Fig. 11 system reliability using analytical method and simulations Fig. 12 flowchart of MCSs for failure propagations
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Case study

Table 1 the parameters of the EUC components in the case study

EUC; Components Auc aryc
(/hour)
1 Separator 1 0.2145 14
2 Separator 2 0.1234 13
3 Separator 3 0.2367 1.2
e — 4 Scrubber 0.1678 15
- - T~ 5 Compressor 1 0.3207 2.1
—~ SIS, N 6 Compressor 2 0.3207 2.1
2T R—-Z \Y 7 Compressor 3 0.3207 2.1
V2 o % SIS, N
rd
\ —‘ z ’—
4 Compressors
Separators Scrubber ( 6 )
S
\;( -7 /éq‘ - bl f th h d

- Table 1 parameters of the SISs in the case study

~--X 7 SIS, FOD FDD
* W Agis(/hour) ;s (PFDyyg, lyear)

Y7 SIS,, 0.4157 2.0 101

SIS,s 0.3253 2.0 1071

. . . SIS 0.4134 2.0 1071

Fig. 13 RBD with CAFs and SISs in case study SISZ‘; 0.1789 20 1o
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System reliability

e ————

Compressors

Separators

Ye

Fig. 13 RBD with CAFs and SISs in case study

17

Systemn Reliability

D75 |—&—Perfect SISs
—O— SI8s with FOD o
—— 5|85 with FOD and FDD
DT i i i i i i i i i

1] 02 0.4 0.6 0.8 1 12 14 18 18 2
Time({hours)

Fig. 14 system reliability profiles with different SISs
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Failure 2: FDD

Fig. 15 system reliability with y, and y, at t = 2 hours




Importance evaluation

Table 3 System reliability with multiple SISs at t = 2 hours

No. SIS R(t) I (i]£)(%) cost  Ig/cost(%/a)
1 No 0.56 - - -
2 SISy 0.59 5.60 a 560
3 SISy 0.56 0.02 a___ 002
| 4 SISy, 0.64 15.60 a 15.6 |
5 51567 0.56 0.02 a 0.02 ”,/” —————— \\\
6 SISy, SISy 0.59 5.83 2a 292 SN \
7 SISy, SISes 0.68 21.21 2a 10.6 22T TN
8 SISy, SISe 0.59 5.60 2a  2.80 D ) - D Commassors
9 SIS,s,SISg 0.64 15.60 2a__7.80 < = Senubber | )
[10  SISys, SIS, 0.56 0.02 %2a__ 001 | P S,
11 SISe,SISs; 0.67 19.98 2a 9.9 o oo X
12 SISy, SISys, SISes 0.68 22.25 3a 742 ~—-3
13 SIS,4,SIS;s, SISy 0.59 5.83 3a 194 b
14 S1854,51S¢4,S1Sg7 0.70 26.37 3a 8.79
15 SISys,S1Se4,S1S67 0.67 19.98 3a  6.66 Fig. 13 RBD with CAFs and SISs in case study
16 SISy, SISys, SISes, SISg;  0.71 26.94 4a  6.74

19 @ NTNU




Importance evaluation

-
&

= =
bt o i w
o &2} w on
T T

System reliability
=]
o

=
-
T

—»—No 5ISs

0.65 - ——=— Option A
—&—Option B
0.6 . . . . . . .
0 02 04 06 08 1 12 14 16 18 2
Time (hours)
(B)
Fig. 16 two options of the SISs against CAFs Fig. 17 system reliability of two options of SISs
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Conclusions & future works

e SISs against CAFs within EUC considering FOD and FDD.
* Apply for other industrial series-parallel systems.
* Improve its numerical efficiency.

* Future works can be time-dependent cascading probability,
complex systems, maintenance optimization...
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Questions......
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