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Finite-state automata modeling pattern
of systems-theoretic process analysis
results
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Introduction




From previous work

Control system

Protection
layer 1 Sensor Actuator
k]

Control logic
solver

Safety function

Y Safety logic
. solver
Protection
layer 2 Sensor Actuator

Safety system Systems-Theoretic Process Analysis

Integration concept STPA - Generated requirements

+  Example of unsafe control actions (UCA):

MCS prmldca aut. command pump shutdow 1 to PSD r.udul when

T T
Controller UCAtype  Control action Controlled process

scrubber level status is normal and the pump status is running / unknown [LSc093-103]
I

T ¥ .
Process model Loss scenario

Example of controller constraints (CC):

MCS,must not provide,aut. cmnm.'mdlpump shutdown) to PSD nodg when

— T
Controller CC keyword Control action Controlled process

scrubber level status is lowlow and the pump status is running / unknown ll Stf)‘),‘w-](}]l
L J
T

T
Process model Loss scenario

Unsafe control actions (Hazards) &
Safety requirements




Systems-Theoretic Process Analysis

Leveson

* Power supply condition

Other Systems

Hazard analysis technique developed by

Based on systems theory and systems thinking
Utilize a control structure model

* Emergency shutdown

* Power
supply
condition

Power Supply System

* Process
condition

Safety System
Sensor

* Process
condition

Process Control System
Actuator
* Shutdown equipment

* Alternate equipment
power

=| Human Operator * Process
N | shutd * Normal shutdown condition
1_:“0?1” shutdown * Modify equipment state * PCS loop
ques rocess condition condition
* Normal shutdown -
______ o i Y
1 Partial l * Controller (logical) condition l ]
1 Integration . I
T ¥ Safety System part 1 Process Control System part 1
Logic!Solver 1
1 1
| * Shutdown equipment * Actuator 1
\* Inhibit safety system condition /
______________________ B
* Provide power
Release poweg Sat;ityﬂsy;s@m * Normal shutdown " Pro.cess
Al * Alternate equipment condition
* Provide power power
Release power

Process Control System

» Sensor

* Actuator

condition * Process
condition

Controlled process




Why STPA?

STPA

Inadequate Interaction

oordinatio

problem

Unsafe
decision
making

Software

failure

Process
design
error

QAZOP




Problem formulation and available

contributions

« How can STPA results be used Iin a decision-
making context?

— Zikrullah et al. (2021) — Generate high-level safety
requirements

— Kim et al.(2020) — Risk-based prioritization of safety
measures

— Zhang et al.(2019) — Incorporating results from STPA into
availability calculation

— Our contribution (under progress) — Incorporating results
from STPA to support safety demonstration

SN o
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Finite state automata (FSA)

* An approach to model the system as a set of finite states
» Used to quantify system availability or mean time to failures

« Example techniques:
— Markovian
— Petri nets

1 epairableComp
)\ 2 Boolean vsWorking (init = true)
3 parameter Real plambda = 4
4 parameter Real pMu .3e-2;
5 event evFailure (delay = exponential (pLambda)):;
€ event evRepair (delay = exponential (pMu)):
7 transition
8 evFailure: wsWorking -> {vsWorking := false: pLambda := pLambda * 0.8:}
g evRepa. not vsWorking -> vsWorking := true:
10 Boolean input, output (reset = false):
11 as: tion
12 output := if vsWorking then true else false;
13 nd
14
15 block Sy
. 16 RepairableComp Cl (pLambda = 2.3=-4, u
? Man‘]tenance team Status 17 RepairableComp G2 (pLambda = 1.7e—4, pMu
18 obs: r Boolean P3 = Cl.output am 2. 0ut)
18 o ean P2 = not Cl.output an 2

ean P1 = Cl.output and no 2.output
ean PO = not Cl.output and no 2 .output
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STPA-FSA modeling approach

Step 2: Model
the control

Step 3: Identify
unsafe control
actions (UCA)

Step 4: Identify
loss scenarios

Step 5: Classify Step 6: Model
STPA results STPA results




Examples of STPA result

UCA example:

action xxx to the controlled process durlng the
condition xxx [H1]



UCA classification

Classification of UCAs:
1.) not providing the control action during a specific condition,
2.) providing unnecessary control action (leading to hazard),

3.) providing a potentially safe control action but too early, too
late, or in the wrong order,

4.) the (continuous) control action lasts too long or is stopped
too soon.

UCA
|
v | 2R ; v

Type 1 Type 2 Type 3 Type 4




(Generic) Contro

T7- Safe control
action (SCA)

T9: Restore
from

' T1:Random action (S
Abnormal
(CO.)

~ P
£
(el 5 R

led process model

UCA

4

h 4

h 4 L 4

Type 1 Type

-
i

Type 3 Type 4

T6: Restore
from safe T2: Safe

T3:UCAtypelor
T4: UCA type 3

contro
CA) H

T5:UCA

T7: Safe control

. T6: Rest
action (SCA) estore

from safe

T9: Restore
from
hazardous

T3:UCA type 1

UCA Type 1




Examples of STPA result

Loss scenario example:

(=TT . T T W 3
\

* LSc001. Coupling of hardware failurei in

_____________________J\_

component xxx and systematic failureiin

component xxx results into UCAOQ0O1.



L. oss scenario classsification

Loss scenarios

] L 4
(Removable) loss non-removable) losg
scenarios scenarios
h 7 | h
(non-quantifiable) (quantifiable) loss
Classification loss scenarios scenarios
Solution i ¢
Removed by Systematic treatment | |Quantification of scenarios
system design to control scenario’s risk based on RAM
QCCIEEEIEE: framework followed by risk]
reduction treatment

@




(Generic) Control element model for Sl

single failure type
T1H: Undetected T3H: Inspection or

l. S|ng|e failure @ failure 4H:Demand
naetecte etectel
1. Random hardware failure (RHF) T —===—==—~ > _
S T6H: Repair T5H: Repair
a) Detected \\ inish request
b) Undetected o
. . N\
2. Systematic failure 2 B repoction St
N
a) Software | -
i.  Multiple occurrence. e
Reappearance fO”OWS a : - T2T: Inspection finish
stochastic behavior S
i i S T1S: Introduction of
ii. Single occurrence. Can _be S o 125: Demand
removed by system design A
(cannot be modelled) Sa

b) Human (the occurrence followsa == ==—=—%
stochastic behavior)

T3S: Repair/
Training reques

T4S: Repair/
Training finish

Repair /
Training




Control element model for multiple
fallure type

[.  Multiple failure T1C: Common

. cause failure
1. Common cause failure — — — = — — — — — — — _ - @ Common
] ) . cause failure
2. Cascading failure -> Utilize

] . . . T2C: Restore
combination of single failure type
model




Study case




Subsea compression system
schematic

1
| 1
TGt E LR . 1 Operator :
1 L 1
. egen. 3 ) . I
! : Process line ! : 4 4 I Control system
1 _ . Safety com. line 00 L ’ L 1 Protection
| b Control com. line i 1 Safety 1 Process Control : layer 1 Sensor Actuator
1 1 P ———— —_—— - L)
e B E System part ) : System part
11 L09|C|80|Ver ¢ Control logic
— X Safety function solver
. 1 Safety logic
[
I o | pesases ' g s
Protection
layer 2 Sensor Actuator
Scrubber v o y
> Compressor Safety system

Sensors

Anti-surge valve




Example of STPA results

« UCA22. SS part of the logic solver must provide Shutdown equipment command to SS
actuator when The gas temperature is very high and the compressor is running [H2]

. Loss scenarios list:

0| Senato | Treatment]

LS104 Erroneous information from the SS sensor results in inaccurate information processed at the controller 2b

LS105 Component failure of the SS actuator results in system inability to process the control command 2b

LS106 Component failure of the SS sensor results in inaccurate information processed at the controller 2b

LS107 Problem in the transmitted information (e.g., erroneous, delay) results in inability to transfer information/command 2a
in the control loop

LS108 Component failure of the communication transmission system results in inability to transfer information/command 2b
in the control loop

LS109 Algorithm flaw on the SS part of the logic solver is a design problem that cause unintended functionality at the 1
controller

LS110 Component failure of the PCS/SS logic solver (shared) results in incorrect administration of control action 2b

LS111 Unintended overwrite from PCS to SS in the logic solver is a design problem that cause unintended functionality at 2a/2b*

the controller

LS112 Resource sharing problem between PCS and SS in the logic solver is a design problem that cause unintended 1
functionality at the controller
* Depending on data availability




L. oss scenario classsification

Loss scenarios

] L 4
(Removable) loss non-removable) losg
scenarios scenarios
h 7 | h
(non-quantifiable) (quantifiable) loss
Classification loss scenarios scenarios
Solution i ¢
Removed by Systematic treatment | |Quantification of scenarios
system design to control scenario’s risk based on RAM
QCCIEEEIEE: framework followed by risk]
reduction treatment

@




T7: Safe control
action (SCA)

To: Restore
from safe

Scenario’s modeling

UCA example:

« UCA22. SS part of the logic solver must ”
provide Shutdown equipment command -,
to SS actuator when The gas temperature PR
is very high and the compressor is e

. Y
running [H2]

T9: Restore
from
hazardous

?CF110 or
?CF111

T3:UCA type 1

Loss scenario example:

_____ il e N
. :I__Sllo. Component failure of the PCS/SS_L = ~
jlogic solver (shared)iresults in incorrect

——— 7

administration of control action /

————— — e e e e — — 7
L

jLS111. Unintended oyenwrite _fro_m_PQS_tcL'\ 4

T15:Introduction of -

[ I i i systematic failure 'S: Demand
1SS in the logic solverjis a design problem > yotematc il 725D _ -

— S
&=
T35 Repair/

that cause unintended functionality at the N
T45: Repait/

controller
Training finish - Training reques
Repair /
Training

T5H: Repair
request

T6H: Repair
nish




Demand.alt

55
€0
61
62
€3
64
€5
13
€7
€3
€9
70
71
72
73
T4
15
76
17
78
7%
80
81
8z
83
84
85
86
87
88
85
sa
81
82
a3
S84
S5
S6
87
L:L:
S5
100
101
1oz
103
104
105
106
107
108
108
110
111
112

domain SystemState {Normal, Context, Safe, Hazardous, Loss}
domain HardwareState {Working, Undetected, Detected, Repair
domain SystematicState {Working, Systematic, Revealsd, Repair}
domain ElementState {Normal, Demand}

domain HumanState {Normal, Systematic, Learning}

domain Phase {Operation, Inspection}

lelass CompWRHEF
HardwareState H State (init = Working):
ElementState C_State (init = Normal);:
Phase Crew_Phase (init = Operation):
parameter Real pLambdal
parameter Real pLambdaD
parameter Real pMu =
parameter Integer pInspectionPeriod = £380;
parameter Integer pInspectionDuration
event evlndetectedFailure (delay = exponential (pLambdal));
event evDetectedFailure (delay = exponential (pLambdaD));
event evUndDemand, evDetDemand (delay = 0, hidden = true):
event evPeriodicInsp (delay = plnspectionPeriod):
event evCompleteInsp (delay = pInspectionDuration);
event svRepairStart (delay = 0):
event evRepairEnd (delay = exponential (pMu)):
transition

evUndetectedFailure:  H State == Working and Crew Phase == Operation -> H Stace := Undetected;
evDetectedFailure: H_State == Working and Crew_FPhase Operation -» H_State := Detected;
evUndDemand: H_State == Undetected -> (H_State:= Detected; C_State := Demand:}
evDetDeman: 4 State Detected -> C_State := Demand;
evPeriodicInsp: Crew Phase == Cperation -» Crew Phase Inspection;
evCompletelnsp: Crew_Phase == Inspection

-> {Crew_Phase Operation ; if H State == Undetected then H State := Detected;}
evRepairStarc: Crew Phase Cperation and (H_State Detected) -» H State Repair;
evRepairind: Crew_Phase == Cperation and H_State Repair

-> {H_State Working: C_State Normal;}
Boolean input, output (reset = false);
assertion

output := if H State == Working then true else false:

end

class Human
HumanState Hu_State (init = Normal):
ElementState C_State (init = Normal):
Integer SystematicFailureCounter (init
parameter Real pLearningRate = 0
parameter Real pLambdaS = le
parameter Real pMu = 1.25e-1;
event evSystematicFailurel (delay = exponential (pLambda3));
event evSystematicFailure2 (delay = exponential (pLambdaS * pLearningRate)):
event evHumDemand (delay = O, hidden = true):
event evLearningStart (delay = 0);
event evLearningEnd (delay = exponential [pMu)):
transition
evSystematicFailurel: Hu State
-» {Hu State

a):

Normal and SystematicFailureCounter == 0

Systematic; SystematicFailureCounter

SystematicFailureCounter

 Altarica 3.0

— Library module for
controlled process
model and control
element models



Results (Stepwise simulation)

%" AttaRicaWizard Stepper
File Window Help

Selection & X

Show variables
l:‘ Show events

l:‘ Show parameters
Show transitions
Show observers

Apply

Control

- O X
Tree View Stepper Output Sequence g X
Element Value ~
“ B System
v B O
. C_State MNormal
. Crew_Phase Operation
. DetectedFailure 0
. H_State Working
. UndetectedFailure 0
. input nil
. output true
% evlindetectedFailure [0] fireable F 'f. t. f
% evDetectedFailure [1]  fireable O r Ve rl Ica Io n O
% evPeriadicinsp [2] fireable .
B ~compietmp system behavior
% evRepairStart [4]
% evRepairknd [3]
B 1sco7 false
. 5 State Mormal
Bl uca22Counter 0
Il Diailure 0
H vcaz 0
H utailure 0
@ evContextchg [6] fireable
@ evRestore [7] W
g X

Command:

A Restart o Backtrack P Apoly Exit



® Parameters for simulation (from PDS

(2021) and experts judgment

SS Sensor failure rate DU = 2e-7 /hour Exponential
SS Sensor erratic reading rate DD = 4e-7 /hour Exponential
SS Actuator failure rate DU = 5e-7 /hour Exponential
Communication equipment failure rate DD = 1e-8 /hour (assumption, need discussion)  Exponential
PCS/SS logic solver failure rate DU = 1.1e-6 /hour; Exponential
DD = 1.5e-6 /hour Exponential
SS software systematic fault introduction rate  Sys= 1e-8 /hour (assumption, need discussion) Exponential
Repair time 8 hour Exponential
Repair delay 8 hour Exponential
Inspection period once every 6 months Dirac
Inspection duration 24 hour Exponential
Frequency of context change once per year Exponential
System restoration time 8 hour Exponential
Simulation time 87,600 hour n/a
Number of simulations 500,000 n/a



Results (Stochastic simulation)

compiler version 1.0.0

observer SCA22 type Boolean U CAXXX

|meta-data

| number-of-runs 500000

| seed 12345

| mission-time 87600.0

| model-name System

| file-name C:/Users/nandaa/Google Drive/RAMS/PHD/Research/Altarica/luntao/System.gts
| start-time Tue Feb 16 12:48:19 2021

| end-time Tue Feb 16 12:48:22 2021

| steps min 1

| steps mean 22.6083

| steps max 87

| tool version 1.0.0

| indicator SCAl type number-of-occurrences value TRUE

| date 87600.0 freq u e n Cy
| mean 2.03938

standard-deviation 1.48925%
confidence-interval 0.9

| 203524 high 2.04352

observer UCA22
indicator

sample-size
mean
standard-deviation 0.
confidence-interval 0.95 size 0.0017194 low 0.472475 high 0.475913
observer Ufailure type Integer
indicator UFailure type value

date 87600.0
sample-size 500000
mean 0.717696
standard-deviation 0.70462
confidence-interval 0.95 size 0.0019531 low 0.715743 high 0.71564%

|
|
|
|
|
|
|
|
|
|
|
|
[
[
|
|
| sample-size 500000
|
|
|
[
|
|
|
|
|
|
[
|
|
|
|
|
|




Result tabulation

Loss scenario |D (Causal LS frequency (/year) Simulaton LS frequency [ /year) Simulation
factor) (Individual simulation)  time (Combined simulation) time

L5104 (Sensor) 3 T8DE-D4 9= 3 TTBE-04 -

LS105 (Actuator) 9 342E-04 9= 9 198E-04 -

L5106 (Sensor) 8 200E-06 Bs 1 260E-05 -

L5108 (Communication) 6.000E-07 gs 4 00OE-O7 -

L5110 (PCS5/55 logic Solwer)  2.102E-03 18 <* 2 073E-03 -

L5111 (PCS/55 logic Solwer)  7.600E-05 9= 8 28DE-05 -

_ = =6l UCA frequency & 3.400E-03 avg. 60865  3.460E-03 L L e

-
—
—_____—-_

* two simulations are performed due to contribution from scveral caisal factors (undetected & detected Failure)



Sensitivity analysis

Sensitivity analysis results for individual simulation

LS111 (Logic Solver Sys) | |

L5110 DD (Logic Solver DU & DD) n
15110 DU (Logic Solver DU & DD) 15—
L5108 (Communication DD)
L5106 (Sensor DD)
LS105 (Actuator DU)

L5104 (Sensor DU) —
o o oM o oM oM o oM o o m
2 < < 2 < < g < g g <
o o w o w w & w & & w
o, . o (=] o o (=] o o [=] o [=] [=] (=1
< =] 5] =} ~ < -} 5] =} ~ <
o~ o~ o~ m m m (ul m = = =3

Sensitivity analysis results for combined simulation

LS111 (Logic Solver Sys) 1]
L5110 DD (Logic Solver DU & DD) |
15110 DU (Logic Solver DU & D)D) —— i
L5108 (Communication DD) 1
L5106 (Sensor DD) 1
LS105 (Actuator DU) I
L5104 (Sensor DU) I —

50% m-50%

2.480E-03
2.680E-03
2.880E-03
3.080E-03
3.280E-03
3.480E-03
3.680E-03
3.880E-03
4.080E-03
4.280E-03
4.480E-03




Discussion




Contribution of the new approach

« Capability to model systematic faults

» Aggregation of multiple scenarios into one model (for
LSs)

* Improved simulation time ?

« Comparison with traditional quantitative modeling
approach

 Prioritization based on quantified value
« Reduction of model uncertainty
« Input for risk assessment method using STPA



Capability to model systematic faults

Tr15: Introduction of
systematic failure Tr25: Demand

Revealed

Tr35: Repair/

Tr4S: Repair/ -
Training request

Training finish

Repair /
Training

Tr1T: Inspection start

Operation

Tr2T: Inspection finish




Aggregation of multiple scenarios
Into one model (for LS)

Loss scenario |D (Causal LS frequency (/year) Simulaton LS frequency [ /year) Simulation
factor) (Indridual simulation)  time (Combined simulation)  time

L5104 (Sensor) 3 T8DE-D4 9= 3 TTBE-04 -

LS105 (Actuator) 9 342E-04 9= 9 198E-04 -

L5106 (Sensor) 8 200E-06 Bs 1 260E-05 -

L5108 (Communication) 6.000E-07 gs 4 00OE-O7 -

L5110 (PCS/55 logic Solwver) 2. 102FE-03 18 <* 2 073E-03 -

L5111 (PCS/55 logic Solver)  7.600E-05 9= 8 28DE-05 -

Total UCA frequency &£ 3.490E-03 avg. 60.B6 = 3.460E-03 avg. 2727 =

simulation time

* two simulations are performed duee to contnbution from several cawsal factors (undetected & detected failure)

Combined simulation results

Failure rate lindividual | Effect to Individual frequency (with base value) S GUSTiEeE ?lixlatlon
value Contribution |[UCA - - - - Nl .
LS104 (2E-7) L/Sl_g_S (4E-7) |LS106 (5E-7) |LS108 (1E-8) | " o 6 LS111 (1E-08) (seconds)
LS104 (Sensor DU) -50% 1.000E-07 |1.810E-04 |3.315E-03 |n/a /| 9.330E-04“ 1.300E-05 2.000E-07 2.103E-03 8.900E-05 27.00
LS104 (Sensor DU) base 2.000E-07 [3.778E-04 |[3.460E-03 [3.778E-04 I [9.198E-04 ‘ 1.260E-05 4.000E-07 2.073E-03 8.280E-05 27.00
LS104 (Sensor DU) +50% 3.000E-07 |5.620E-04 |3.667E-03 |[n/a \ 9.460E—04,' 1.500E-05 2.000E-07 2.071E-03 7.900E-05 27.00
g 7

~N_-




Improved simulation time (?)

Comparison with Zhang et al. (2019)

Failure rate | Juntao’s result Simulation time | My result Simulation time
(/hour) (UCA freq./year) (UCA freg./year)

5e-6 3.3e-4 ~44 minutes 2.5e-2 3 seconds
le-5 5.7e-4 ~44 minutes 4.7e-2 3 seconds
1.5e-5 7.9e-4 ~44 minutes 6.6e-2 3 seconds

 Differences in the result are caused by several
reasons.
— Unseen parameters from Juntao’s paper

— Transition that are coupled between LS 1 and 2 in the
Juntao’s model (not modelled due to missing information)



Q) Comparison with traditional
guantitative modeling approach

« STPA-FSA approach is essentially quantifying PFH
and demand rate in the same model

STPA-FSA
approach IEC 61508

approach

_ Random
Systematic hardware
failure failure




Q) Prioritization based on quantified
value

Sensitivity analysis results for individual simulation

L5111 (Logic Solver Sys) | |

L5110 DD (Logic Solver DU & DD) n
LS110 DU (Logic Solver DU & D) 5
L5108 (Communication DD)
L5106 (Sensor DD)
L5105 (Actuator DU)

J L5104 (Sensor DU)

50% -50 %

3.660E-03 I |

2.460E-03
2.660E-03
2.860E-03
3.060E-03
3.260E-03
3.460E-03
3.860E-03
4.060E-03
4.260E-03
4.460E-03




Reduction of model uncertainty

- -~

:‘ STPA-FSA steps %
PR e R 1
1STPA steps Y i
] ]
] ]
. = oo 1 |
Step 2: Madel Step 3 ldeotdly Step 4: Identify |! | Step 5: Classify Step 6: Model |1
the control unsafe control loss scenarios STPA results STPA results |
structure actions (UCA) 1
1
m— ¢
i
/" B domain {Workiag,
domain ControlledProcessState {Normal. Comtext, Safe. Hazardows, Loss} domain ElementState {Normal, Demand}
domain CCFState {Normal, CCF} domain Phage {Operation, Imspection}
::oa ComtrolledProcess T zias: CompWRIF

ElementState €_State {init - Norsal); // Syschrosizatios with comtrolled process state due to demand
Phasc Team Phase (init - Operaticm); // Maintesance team working phase

parameter Real plambdall = le-&; // Undetected failure rate

parameter Real plambdall = le—4: // Detected failure rate

parameter Real pMa = 1.25e-1: // Bepair rate

block Com## //Control element model for a group of composent ##, following the modeling pattern for CCF MardwareState H_State (init = Warking): // Cosposest bardware state
end

parameter Real pComtext - 8760.0; // Freguency of comterxt tramsitiom

Beal b - 8.0: // Reg restoration time from hamrdons Pmcter Heal pllepaizbeley — 3.0,
Beal = 8.0; /f Regy Testoration tizme fros safe parameter Real plaspectiosPeriod - 4380.0;
ControlledProcessState CP_State (imit - Normal); // Comtrolled process state Real L - 5.0;
event (delay = exp 1(1_/pContext)); Integer UndetectedFailure, DetectedFailure (imit = 0):
event (delay - ial {1/ riaz)); event lure (delay - 1(plasbdall)) :
event (delay - a1 {1/ rSaf)); event evDetectedFailure (delay - expomential (plasbdab));

event evOCFU (delay - 0, hidden - true
event evOCFD (delay - O, hidden - true);
event evbemand (delay — 0, hidden - trme);

event evPeriodiclnsp (delay = plnspectiomPeriod):

event evSCA## (delay - 0.001); //Delay is for chservatiom purpose
event eviCA## (delay - 0.001); //Delay is for chservatiom parpose

Cp_state -~ Comtext; // Change in the operatiomal condition event evCompletelnsp {delay — erpementizd(l/plespectiosburation)):
and (SF## and ...) event evlepairStart (delay - cxpopential (1/phepairBelay)):
restoration tramsition from harardoms event evlepairBnd (delay - cxpomential (gMa)):
- Safe and (SFES and ___) transition
Normal; // System restoration tramsition from safe evlindetectedFailure: §_State — Working
evSCARS: CP_State - Context and (SFE8# and ...) -> {§_State == lure -~ lure + 1
-» CP_State Safe; // Safe comtrol action tramsitiom evbetectedFailure:  H_State = Working
evlCASE: PCom#s .evDemand & CP_State — Context and (CFESE or ._.) -> {H_State :- Detected; DetectedFailure :- DetectedFailure + 1}
-» CP_State :~ Hazardous; // Umsafe comtrol action tramsitiom SO f_Seate — Workizg
> (B_State = = Failure :- D= Failure 4+ 1
Boclean SFess. (reset - falze); Jp— cemte — &
Boolean CF#s# (reset - false): § HState = Uorkies
- e > {H_State :- Detected; DetectedFailure :- DetectedFailure + 13}
asgertion . N ewbemand: H_State — Undetected or B_State — Detected
SFest :- (Com#® Elc## H_State — Working and Com## Elec## C_State — Normal); —» {if H_State — Undetected them H_State :- Detected; C_State -— Demand;}
evPeriodiclnsp: Team_Phaze — Operstics -> Teas Phase :- Iaspectios;
cbserver Boolean UCA## - if CP_State — Bazardous them true else false; // Dbserved DEA enCompletelnap- Team Phase — Izepection
sbeerver Boolean SCA## - if CP_State — Safe then trme elze falze; // Observed SCA -> {Team Phase :- Operaticm ; if H_Stare — Undetected them §_State := Devected:}

Team_Phaze — Operaticm amd (H_State — Detected) — H_State i- Bepair;
Team_Phaze — Operatics and H_State — Bepair
"> {E_State :- Vorking; C_State - Nermal;}
Boolean impat, catput (reset - false):
- assertion
=nd output = if H_State — Workinmg them true slse false;
7 -

cbserver Boolean LS### - if (CP_State — Cootext and CF##8) then true else false; // Observed Loss Scemario

cbserver Integer Elelffailure - Com## Ele## Failure: // Observed individual failure

"




Input for risk assessment method
using STPA (Kim, 2020)

Table 4. Evaluation criteria for loss scenarios.

Criteria Category and description

~ Likelihood® (LH) 5. Event that is expected to occur frequently. = o N
e 4. Event that happens now and then and will normally be experienced \
by the personnel. \
I 3. Rare event, but will possibly be experienced by the personnel.
2 Very rare event that will not necessarily be experienced in any similar pl:lnt.l
|. Extremely rare event.
\ Strength of knowledge on loss scenario (SOK) 5. Complex scenario with no or few experience. I/
N 4. Complex scenario with a small number of experiences. /
~ 3. Complex scenario with a large number of experiences. 7
L. 2 Straightforward scenario with a small number of experiences. .
|. Straightforward scenario with a large number of experiences. -,

-
n__-
el I T

e e e e e o e = ===

“For detalls of classifications of likellhood, readers can refer to Rausand*®

RPN possseenario = RPNuca X LH X SOK LoscSeenario =
SV X ATR % SOK ¢4 % LH X SOK | o seenario




0 Approach limitation
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« Data uncertainty
« Completeness uncertainty

« Aggregation of multiple scenarios into one model
(for UCAS)




O} Data uncertainty

SS Sensor failure rate DD = 2.490e-8 /hour Exponential
SS Sensor erratic reading rate DU = 2.122e-7 /hour Exponential
SS Actuator failure rate DU = 3e-7 /hour Exponential
Communication equipment failure rate DD = 1e-6 /hour (assumption, need discussion)  Exponential
PCS/SS logic solver failure rate DU = 3.810e-8 /hour; Exponential
DD = 4.25e-7 /hour Exponential
SS software systematic fault introduction rate  Sys= 5e-6 /hour (assumption, need discussion) Exponential
Repair time 8 hour Exponential
Repair delay 8 hour Exponential
Inspection period once every 6 months Dirac
Inspection duration 24 hour Exponential
Frequency of context change once per year Exponential
System restoration time 8 hour Exponential
Simulation time 87,600 hour n/a
Number of simulations 100,000 n/a



Completeness uncertainty

Step 2: Model
the control

Step 3: Identify
unsafe control
actions (UCA)

Step 4: Identify
loss scenarios

Step 5: Classify Step 6: Model
STPA results STPA results




Aggregation of multiple scenarios
Into one model (for UCA)

Loss scenarios

\ ] h 4
(Removable) loss non-removable) loss
scenarios scenarios
A | L 4
(non-quantifiable) (quantifiable) loss
Classification loss scenarios scenarios
Solut ¢
Removed by Systematic treatment | \ |Quantification of scenarios’
system design to control scenario’s risk based on RAM
QEEIGIES framework followed by risk]
reduction treatment

Omission of some scenario’s risk
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