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Malgruppe

|OT-nettverk

(lav kost, energi effektivt,

lav bandbredde og skalerbart)
Smart byer
Automasjonskomponenter

Lettere klienter som smartklokker

NMQTT

The Internet of Things
Decoupling Producers & Consumers of M2M Device Data
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NMQTT

Solar panels

Medium

Kablet:
- TCP/IP
« QUIC (UDP)

Automatic lighting

4

Water shut off valves

> N

Wireless cameras

Tradlgs:

« Bluetooth (MQTT-SN)
o Wi-Fi

 Mobilnett

Keyless entry

4

Water & Mold sensors

Security systems

Smoke detector




Virkemate

« Publish/Subscribe

* Broker (Server)

« Event Driven

« Last Will and Testament

Requesting MQTT
MQTT Client Broker
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Publish

_—
Subscribe

topic leve
separator

N

myhome / groundfloor / livingroom / temperature

e el
topic level

Responding
MQTT Client

— y

Publish

*—
Subscribe

NMQTT

| —
topic leve

CONNECT

contains:

clientId
cleanSession
username
password
lastWillTopic
lastWillQos
lastWillMessage
lastWillRetain
keepAlive

e

Example
“client-=1"
true

“hans*
“letmein®
“/hans/will*
2

“unexpected exit”

false
60
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Lag | 0SI-Modellen
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MqttDesk MQTT Client

Hastighet

* Lettvekt system

: ) Loty
« Publish/Subscribe modell Humidity SEHSUN
* «Retained messages»
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MQTT Retained Messages: What you 0 j
need to know

MQTT-Broker &
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MQTT Client

temperature Sensor

MQTT Publish/Subscribe Pattern




Begrensninger

QoS

« Sikkerhet

 «Payload» storrelse

+ «Stateful communication»

« Stabilitet

- Rekkefglge pa meldinger

« Stotter ikke «complex querries»

QoS level 0

PUBLISH (QoS 0)

MQTT server

Q

A :
MQTT client
Publisher or subscriber

QoS level 1

PUBLISH (QoS 1)

PUBACK MQTT server

|
G

N ‘
MQTT client
Publisher or subscriber

QoS level 2

PUBLISH (QoS 2)

- IS
= PUBREC
S (eaaa———
&REL et
PUBCOMP

A v
MQTT client
Publisher or subscriber

NMQTT

MQOTT-Packet
PUBLISH 1)
contains: Example
packetId 6294
flags qos=1, dup=0, retain=0
topicName "oc2/rsp"
properties
payloadFormat 1 (UTF-8 string)
userProperty "msgType:rsp"
userProperty "encoding: json"
contentType "application/openc2”
payload

{"headers":{"request_id":"abcl23","created":
1610483632 ,"from": "Consumer3@example.com"},"
body": {"openc2": {"response"”: {"status™:200,"r
esults”: {"profiles”:["edr"”,"sbom™]}}}}}
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Lite til ingen sikkerhet,
svak for DDOS angrep.
Sender og broker

Kan benyttes gjennom
mange |O0T systemer.
Lett integrering.
Krever ikke
oppgradering av
eksisterende kabler.
God signal styrke og
gode distanser.

Forskjeller

N
KNX

Lite sikkerhet

Stabilt

Kan settes opp for integrering
med MQTT gjennom GW.
Sending og mottaker fra
komponent.

KNX sertifisering-> Dyrt.
Lukket system, burde bruke
toppsystem for utvidet 10T
muligheter.

Krever KNX kabel for best
mulig signal.

Signalstyrke varierer med
stremforsyning og
kabellengde

f €O WAVE

Datasikkerhet

Stabilitet kan variere fra komp
til komp og dekning.

Kan settes opp for a kjgre MQTT
gjiennom home assistant.
Tradlgs kommunikasjon
gjennom sentralt
knytepunkt(HUB eller wifi)
"Open protokoll" -> Prisgunstig
Variert med kvalitet pa
komponenter

Bygget pa Zigbee.

"Korte" distanser, bare tradllgs
komnikasjon.
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IoT connections forecast 2020-2030
M a I' ke d S a n d e |. [Source: Transforma Insights TAM Forecasts, 2022]
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Konkurrenter:
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