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Abstract. When enrolling users into computer systems and applica-
tions that are restricted to certain age groups, it is challenging to put
trust in the user’s provided age. This paper looks into the deployment
of continuous analysis of Keystroke Dynamics data captured from the
online activity of a user. Using this data the goal is to categorize the
user’s age into two possible categories: above and below the age of 18,
a widespread legal age. We used a dataset captured from 70 adults and
46 children, containing over 780.000 keystrokes. The data is collected
when the participants were chatting with a random other participant.
Two different statistical methods, using timing features, are presented
in both an authentication and an identification scenario. In the authen-
tication scenario we reached an average accuracy of approximately 80%
after on average of 180 keystrokes, while in the identification scenario we
obtained a 75% True Positive Rate after approximately 20 keystrokes.

Keywords: Keystroke Dynamics - Behavioural Biometrics - Age Deter-
mination- Age Detection.

1 Introduction

Certain websites, applications, and computer systems have the need to filter
users and their access due to age restrictions, for example because of explicit
contents or to stop grooming. While the nature of the computer system or the
application does not allow for true identification of age through official identi-
fying documents, an explicit consent from the end user regarding their age may
not be sufficient. In these cases, biometric characteristics may be applicable for
creating an indication of an end user’s age. One such biometric characteristic
is keystroke dynamics (KD), where an individual’s way of using a computer
keyboard is measured [7]. Keystroke dynamics is a behavioural characteristic as
it measures the way a person performs given actions, in the same way as gait
analysis and speech recognition [1, 22].

There are several advantages of using KD to determine age. One of the great-
est advantages is the low cost, as it uses the user’s keyboard and does not
require the introduction of new biometric capture devices. In addition, KD is
non-intrusive, as the end user does not need to do anything different from their
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normal use of the computer keyboard [13]. Some challenges may include privacy,
as the data collected can be used to reconstruct the text that has been written,
at the same time as there is no guarantee that the text entered is not sensitive.

As will be discussed in Section 2, there is research strongly suggesting that
KD is a biometric characteristic that fulfils the requirements of an identifying
characteristic. In addition, there is research proving that KD is a biometric
characteristic that can be used for soft biometric evaluation. In other words, KD
can be used to predict soft biometric characteristics in an individual. Following
this, it is feasible to use KD as a biometric characteristic to predict the soft
biometric age.

The remainder of this paper is organized as follows. In Section 2, the state
of the art from the field is presented. Section 3 presents the dataset that is used,
and Section 4 presents the methodology for the data analysis that is performed.
Sections 5 and 6 present the results for the authentication scenario and the
identification scenario. Finally, in Section 7 we draw conclusions based on the
results in this paper.

2 State of Art

Keystroke dynamics as a behavioural biometric started in the 20th century,
where telegraph operators could recognize each other through the way that mes-
sages were sent over telegraph lines [2]. This was utilized further during World
War II, where military intelligence was able to identify the sender of a morse code
and successfully distinguish foe from ally [8]. This was performed by analysing
the rhythm, pace, and syncopation of the dots and dashes, a methodology re-
ferred to as “The fist of the sender” [16].

There are two main parallel research directions within keystroke dynamics
as a biometric characteristic. Firstly, there is the research on KD as an identi-
fying biometric characteristic, often used in the context of authentication [1, 3,
15]. Secondly, there is ongoing research regarding KD as a soft biometric char-
acteristic [14, 19, 20]. Differentiating from the former, employment of the latter
does not allow for identification of a person. It can, although, be used to predict
properties of individuals and other soft biometric characteristics, like age and
gender [6, 21]. Given their natures, soft biometric characteristics can also be used
to assist or confirm other biometric characteristics [18].

In the context of age determination using KD, a soft characteristic approach
is the most relevant, as age is a soft biometric characteristic. In the scope of this
project, the use of continuous detection is chosen instead of static detection. The
difference between them lays in the frequency of the analysis and the comparison
between the probe and the reference. In continuous detection, the comparison
happens at every single keystroke [4, 13], where in static detection, the compari-
son happens after the user has finished their typing [5,9]. Continuous detection
is chosen due to the nature of the intended application of the results and the
identified research gaps on the subject.
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As mentioned, keystrokes dynamics is proven to be usable in authenticating
individuals. From this, there has also been research attempting to predict and
identify age as a soft biometrics of an individual through KD. This research is
focused on the use of machine learning (ML). The use of ML is not regarded as
feasible in the context of this project, due to the nature of continuous detection,
where ML works slower than an individual is typing.

The most relevant research into the use of KD in continuous statistical detec-
tion of age is from the master thesis of Tverra [21], from the Norwegian University
of Science and Technology (NTNU), where he looks into the detection of age and
gender. The research was performed on a data-set consisting of 56 participants
and an average of 1750 keystrokes per participant. In terms of soft biometrics,
two age groups (< 30 and > 30) and two gender groups were employed. The par-
ticipants had a spread of 44 (< 30) versus 12 (> 30) between the age groups, and
31 (male) versus 25 (female) for gender. Tverra used scaled Manhattan distance
(SMD) as the statistical metric, in addition to machine learning. The results
yielded were that SMD worked faster than machine learning models. The results
yielded by SMD for age prediction was an accuracy of 87% after an average of
1498 keystrokes.

This research aims to become an extension of the current research present by
improving the statistical methods employed in existing research, for instance in
order to 1) reduce the number of keystrokes needed or 2) increase the accuracy
of the methods employed.

3 Dataset

The dataset used in this research is gathered by Aiba, a previous research group
at the Norwegian University of Science and Technology', and is based on on-
line chat conversations. The chat data is collected using a web-based “Become
Acquainted!” application that was built to collect keystroke dynamics data on
both laptops and mobile devices. When a user would start using the app, he or
she would be connected to a random other person, and they could then chat as
long as they wanted on any topic they wanted. When one of them disconnected
from the app, both could then again find a new chat partner.

The application was first tested between children from two different schools,
where a student from one school was always connected to a student from another
school to avoid that they already knew each other. On two different occasions,
the app was tested for about 60-90 minutes, to collect data on how children
type when they are chatting. Most children used their mobile phone or a tablet
for chatting. The second test of the application was between adults. Adults
voluntarily participated on a number of fixed timeslots to chat with unknown
others. Because this experiment was done in Norway, using also international
participants, two different chats were set up. One for chatting in Norwegian and
the other for English. Participants could sign up for one or both languages, and

! The research group Aiba has later become an independent commercial company
(https://aiba.ai/, retrieved 24.10.2024)
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would for each of the languages only connected to a participant who also opted
for that language. The experiment was run 2 days a week for 3 weeks, resulting
in a total of 6 days.

Frequency

w
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Age

Fig. 1: Age and frequency of participants in adult population

The dataset consists of a total of 116 users, whereof 70 are adults and 46 are
children. Of the adults, there are 47 female participants and 23 male participants.
Of the children, there are 23 male participants and 23 female participants. In
total, there are 70 female and 46 male participants. For the child participants,
all were attending 9th grade of Norwegian public school, thus around the age
of 14. The age of the adult participants was in the range of [18, 62], and the
spread can be seen as a histogram in Figure 1. Each of the users have an average
of ~ 6 754.5 keystrokes, from a total of 813 989 keystrokes. These are spread
over 45 651 messages within a total of 2 306 conversations. A conversation is
a session where either a child or adult participant exchanges messages with a
different child or adult participant.

The recorded data set consists of data lines, where each line represents one
keystroke. In the data lines, the key value represents the value of the key pressed,
the key duration represents the duration from the key is pressed until it is un-
pressed, and the key latency represents the time from the key is unpressed until
the next key is pressed. In cases where a combination of keys is pressed, for
example shift + a, an upper letter A becomes the respective key value. If the
consecutive letter is pressed before the former letter is released, the key latency
will become negative. During the creation of the dataset, a keylogger was used.
In some cases, some values have not been recorded correctly. These values have
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been removed, according to the documentation of the acquired dataset. This
resulted in a slightly lower amount of data than the truly typed data.

The dataset is split up into one training-set consisting of children, one training-
set consisting of adults, one testing-set containing children and one testing-set
containing adults. The split is performed on users, where a user is in either the
training-set or the testing-set of a population. This way, a probe will never be
compared to a reference trained on that exact user.

3.1 Data Extraction

When working on recorded keystrokes where the latency and duration is de-
scribed for each key pressed, there are six different features that can be extracted
for each digraph. In this case, a digraph is a special case of n-graphs, where n
executive key presses are combined into a metric [17]. The six features from the
digraphs are: key 1 duration, key 2 duration, total duration, up-down latency,
down-down latency, and up-up latency. The calculation for each feature can be
seen in Table 1, and each feature is illustrated in Figure 2.

key down key up key down key up
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<> <>
key 1 duration key 2 duration

down-down latency

<&
<

\ 4

up-up latency

<>
up-down latency

Fig. 2: Illustration of 6 different keystroke features.

When creating digraphs from a data set consisting of data lines of keystrokes,
the keystrokes need to be combined in pairs. Although, because the dataset is
retrieved from a chatting application, the keystrokes are retrieved from several
users writing several messages in several conversations. Thus, the pairs need to
be created for each message, for each conversation, and for each user.

When extracting data and creating digraphs from a set of keystrokes, it is
possible to utilize different categorizations of the two button values. That is,
it is possible to use key value 1 and 2 as the true value of the key pressed,
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Tab. 1: Calculations for six different keystroke features.
Feature Calculation
Total duration Key 1 duration + key 2 duration + key 1 latency
Key 1 duration Duration for key 1
Key 2 duration Duration for key 2
Down-down latency|Key 1 duration + key 1 latency
Up-up latency Key 1 latency + Key 2 duration
Up-down latency |Key 1 latency

giving 422 = 1 764 possible digraphs?. Other options are to use the side of the
keyboard as a value (giving four possible digraphs: LR, LL, RL, RR), to use the
row of the keyboard as a value (giving 52 = 25 possible digraphs), and to use a
combination of side and row (giving 10? = 100 possible digraphs®). An argument
for choosing any of the three latter options is that it is difficult to find enough
data to create templates for 1 764 digraphs. In addition, as will be presented in
Section 4.1, efforts have been made to look into the statistical significance of the
difference between the two groups’ templates. When creating templates based on
the keyboard side, keyboard row, or a combination, the statistical analysis of the
templates shows close to no difference between the two populations’ templates.
On the contrary, when creating templates with the key values, the statistical
difference between the two populations’ templates is greater. Due to this, the
use of key values was chosen.

As mentioned, it is known to be hard to find data sets that are large enough
to create templates on all 1 764 digraphs when actual key values are employed.
However, the digraphs that are rare in the references are also rare in the probes
that are compared to the references. This means that, although the table of
digraphs present in the reference is sparse, the probes statistically have the
same sparseness, making the frequency of an inability to compare due to missing
reference data lower than what the reference data suggests. In the comparison of
probes against references in this project, the frequency of a probe digraph that
did not have a reference digraph was found to be 3.0%.

There are several things that make an individual type differently than they
normally do. These things may include: pause for thought, distractions, typing
errors, and proofreading. For these cases, the data is captured, but is not wanted
in the data set. For this purpose, filtering has been performed. In the case of this
project, the filtering has been performed on digraphs, where a digraph is kept if
the total duration is less than 2000 ms.

2 99 letters in the Norwegian alphabet + 10 numbers + whitespace + comma + period
=42
35 rows - 2 sides = 10 possibilities
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4 Methodology

When creating templates of a dataset for keystroke dynamics, it is possible to
choose one of two main pathways. Firstly, it is possible to do so by averaging,
where all the template instances for each digraph in the training set is averaged
into one instance. Secondly, it is possible to keep all the template instances for
each digraph, in order to have a wider set of template instances contained in
the references when comparing a probe to the reference. There are no known
advantages and disadvantages to either, but in this project, the latter is chosen
in order to perform dynamic outlier removal in the template data, as will be
further discussed in Section 4.1.

4.1 Outlier Removal

When all templates had been created, a filtering was performed. In order to
remove the instances that may not represent the population correctly, all digraph
references with less than 10 template instances (i.e. NumberOfEntries < 10) were
removed.

To statistically distinguish child probes from adult probes, a significant dif-
ference between the two populations must be present within their references.
When templates for each digraph reference had been created, a two-sided t-test
was performed for each digraph. A two-sided t-test is a form of hypothesis test-
ing, where the null hypothesis (hg) assumes that there is no statistical difference
between the populations [11]. The higher the significance of the statistical dif-
ference, the lower the p-value. As such, the p-value is the probability of a type
one error, where hg is wrongfully rejected. In the scope of this project, there
is no statistical hypothesis that is being tested, but a t-test and its results can
imply whether it is possible to statistically differentiate between the two popu-
lations, thus also whether it is possible to statistically determine the age group
of a probe.

—— Child before —— Child after
—— Adult before 0.014 —— Adult after

0.012
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0.008 0010

0.008
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0.002 0.002

0.000 0.000

(a) Before outlier removal. (b) After outlier removal.

Fig. 3: The digraph with lowest p-value before and after outlier removal.
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In Figure 3a, the digraph feature from the training data with the most sta-
tistically significant difference between the child and the adult reference for the
digraph can be seen. These normal distributions are created from the mean and
standard deviations of all template instances within the respective reference fea-
ture for both populations. As noticeable, the difference between the samples
may not seem high, but the p-value in this case is 3.8156 - 10~®. This number
represents the probability that the two samples are from the same population.
In other words, statistically, the difference is considered statistically significant,
but the visualization shows that there can be made improvements.

In order to increase the difference between the references created from the
adult and the child population templates, a removal of outliers was performed.
For each population, templates were created, consisting of all instances of each
digraph. From the templates, the standard deviation (o) and the mean () of
each feature is found. Then, iterating over the templates inside the reference of
the given digraph for the given population; if any of the values are further than
n-o from p, the template is removed from the reference. Several values of n were
tested, and the most optimal is n = 1.5. The results of the outlier removal can
be seen in Figure 3, where Figure 3a presents the digraph feature with the lowest
p-value before the outlier removal, while Figure 3b presents the same digraph
feature after the outlier removal. As can be seen, the inter-difference between
the populations increases from the outlier removal, and the p-value becomes
1.1204 - 1072 after the outlier removal. An improvement factor of 34 059 is
achieved?. This makes the statistical difference considerably more significant,
making it more statistically probable that the references are from two different
populations. This makes it easier to statistically determine the correct age group
of a probe from comparison with the references.

4.2 Trust Model

In order to continuously determine the population in which a probe belongs, a
decision-making model is needed. This is because, different from static keystroke
dynamics, it is hard to know when and after how many keystrokes to make a
decision, as it is hard to know how many more keystrokes will be entered by the
probe user. For this purpose, a trust model developed by Bours was chosen [4, 13].
The basis of the trust model is to continuously calculate a current level of trust,
representing the level of trust in a potential decision, based on the deviation
and conformity between the probe and the populations’ references. The model
was developed with continuous authentication in mind, where the initial trust
score is 100%, representing the level of trust in which that the current user is
the genuine user. A threshold is set, where the trust is too low to continue, and
the current user is locked out of the system. In the scope of this project, the
starting value will be 50, and there will be set thresholds on where to decide
on the population of the probe user. An example of a trust model employment
can be seen in Figure 4. Do note the difference in number of keystrokes, where

4 34 059 times smaller, as: 88156105 _ 1 1904 . 10712
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the trust model has its strength, allowing for a dynamic number of keystrokes
needed for a decision.

—— Adult probe —— Child probe
~=~ Decision threshold ~=~ Decision threshold

80 80
B W

20 20

60

Trust score
Trust score

0 10 20 30 40 50 60 0 50 100 150 200 250
Keystrokes Keystrokes

(a) Trust model on an adult probe. (b) Trust model on a child probe.

Fig. 4: Visualization of trust model with unclaimed age detection (identification). Upper
threshold equals child and lower threshold equals adult.

As keystrokes are added, the level of trust may increase or decrease based
on an algorithm for changing the current trust [4]. Derived from the application
of the model by Mondal and Bours [13], the change of trust is calculated with
a modified Sigmoid function, where four values are defined: A is the threshold
of when a score change is positive or negative, B is the width of the Sigmoid
function, C is the upper value for a positive score change, and D is the upper
limit for a negative score change. In addition, one threshold value for when to
make decisions and one starting value is defined. Different values will be used for
different testing methods, distance metrics, and scenarios, as will be discussed
closer in Section 5.

5 Authentication

In the domain of biometrics, there are mainly two different use cases; authenti-
cation and identification. Authentication involves the verification of something
that is claimed, for example an identity, a gender, an age, or similar. Identifica-
tion, on the other hand, is not verifying a claim, but identifying the biometric
property through estimation. This section will look into a proposed method for
continuous authentication of a claimed age, while Section 6 will look into a pro-
posed method for continuous identification of the end user’s age.

This method consists, in broad strokes, of measuring the distance from the
probe digraphs to the reference digraphs of the claimed age group. This method
starts by obtaining the six different features from the typed digraphs, as they
are being typed. When the features are collected, a point in a six dimensional
space is obtained, where each of the features represent one dimension. Likewise,
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the features from the digraph is looked upon as a point, and there will be one
additional point in the space for each instance of the digraph in the reference.
Further, a distance is calculated from the probe point to each of the template
points of the given digraph.

For this purpose, several distance metrics were considered. In a comparison
review by Killourhy [10], scaled Manhattan distance and nearest neighbour were
reviewed to be good distance metrics for keystroke dynamics. From Mondal &
Bours [13], a combination of scaled Euclidean distance and correlation distance
was utilized. In the master’s theses of Tverra [21] and Moe [12], scaled Manhat-
tan distance, scaled Euclidean distance and nearest neighbour was used. In all
mentioned projects, all mentioned distance metrics had yielded a positive result.
In this project, the use of scaled Euclidean distance is chosen. The formula for
calculating the scaled Euclidean distance between two digraphs with 6 features
each can be seen in Equation 1. In this equation, ¢, is feature number n of
the template digraph, o, is the standard deviation of feature n over the refer-
ence digraph, and p, is feature n of the probe digraph. This gives one distance
per template in the digraph reference. These are combined into one distance by
finding the mean of the distances.

(th — pn)?
On

SED =

The results yielded ranged between 63.6% and 93.3%, and can be seen in
Table 2. The reference age group is the same as the claimed age group, given the
method of testing. This gives an average false match rate (FMR) of 9.1% and a
false non match rate (FNMR) of 33.3%.

Tab. 2: Results for claimed age detection, using mean scaled Euclidean distance.

Probe age|Reference age|Probes tested|Correct decisions|Incorrect decisions|Avg. # of |Accuracy
keystrokes
child child 44 28 16 311 63.6%
adult adult 22 16 6 98 72.7%
child adult 44 41 3 204 93.2%
adult child 22 19 3 133 86.4%
TOTAL 66 104 28 210 78.8%

6 Identification

This approach is based on calculating digraph scores based on probabilities de-
rived from the features of the reference templates. This is done by calculating
one probability per feature per reference, giving 2 references - 6 features =
12 probabilitities. These are subsequently combined into one digraph score,
based on the ratio between them.
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Each feature score is created from the ratio between the probability that
the probe feature belongs to the child population and the probability that the
probe feature belongs to the adult population. In order to do this, two normal
distributions are created; one from the features of the template instances in the
adult reference and one from the features of the template instances in the child
reference. The probabilities represent the probability that the probe value of the
feature belongs to each of the populations. However, in a normal distribution,
the point probability is always zero. This is because the probability is equal to
the integral of the interval, and the interval has a width of zero. In order to solve
this, one half is added before and after the point, making the width equal to
one. Thus, the interval for the probability of value n is [n — 0.5, n + 0.5]. The
probability is then found through calculating two Z-scores, as seen in Equation 2
and referencing the probability for each in a Z-score table. The exact probability
for the interval is found by subtracting the larger probability with the smaller,
as seen in Equation 3. The Z-score table is equal for all normal distributions.

05 - eature - 05 - eature
SCZl(n) _ n + luf t ; SCZQ(TL) _ n /’[/f t

O feature O feature

(2)

P(ln—=0.5,n40.5]) = MAX(P(SCz1) — P(SCz2), P(SCz2)—P(5Cz1)) (3)

From the two probabilities per feature, one feature score is calculated by
dividing the larger with the smaller, as seen in Equation 4. When this is done,
the feature scores represent the factor between the probabilities; if Pyquit, featuret
is four times greater than Pepid, feature1, the initial feature score is 4. The score
changes between positive and negative for each feature score depending on which
probability that is greater, in order to make the score go towards either decision
threshold (i.e. up or down). For instance, when the starting trust score is 50, the
adult decision threshold is 25, and the child decision threshold is 75, the digraph
score (i.e. the trust score delta) will be negative if the adult probability is larger
and positive if the child probability is larger. In the example where the feature
score is 4, it would change to —4, as the adult probability is larger.

P(child|featureprore)  P(adult|featurep ope)

FS=MAX
(P(adult\featurepmbe) " P(child|featureprope)

(4)

When one score is created per feature of the probe, a digraph score is derived
from the mean of the feature scores. This method does not utilize the Sigmoid
function, but do employ the trust model from Section 4.2. Thus, A trust score =
digraph score.

The application of this method yielded a 77.3% true positive identification
rate (TPIR) for child probes and a 72.7% TPIR for adult probes, as seen in
Table 3.
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Tab. 3: Results for unclaimed age detection using probability.

Probe age group|Probes tested|Correct biometric Incorrect biometric True positive Avg. # of
identification decisions|identification decisions|identification rate|keystrokes

child 44 34 10 77.3% 21

adult 22 16 6 72.7% 17

7 Conclusion

When developing, implementing, and testing different methods for proposal,
there are several things that may affect the results and the reproducibility. For
instance, the contents of the training set have an impact; in this case, the chil-
dren in the data set all were around the same age, missing the representation
of children of other ages. The adult participants, however, were mostly spread
between the ages of 20 to 45. The split between the training set and test set may
also affect the results. During the data-set collection, the children used their mo-
bile phones and tablets, while the adults mostly used physical keyboards. This
makes it hard to know whether the difference in typing between the population
was due to difference in age or difference in devices used.

When performing claimed age prediction, the results varied based on the
probe age group and the reference age group. This makes the method perform
differently based on the application of the method. For instance, if the application
of the method is based on keeping adults away from sites designed for children,
the false match rate (FMR) is 13.6% and the false non-match rate is (FNMR)
36.3%. If the application is based on keeping children away from adult sites,
however, the FMR is 6.7% and the FNMR is 27.3%.

When considering other studies on continuous age detection, few comparisons
exist. One such study achieved an 87% accuracy [21]. However, it’s worth noting
that this research focused solely on identification, not authorization. In contrast,
our research achieved comparable results using only 2.6% of the keystrokes, with
21 compared to Tverrd’s 825.

This report presents two methods for continuously detecting the age group of
an end-user through keystroke dynamics; one method for claimed contexts and
one method for unclaimed contexts. The methods yield results that prove the
statistical significance of the ability to continuously predict the soft biometrics
of age in end-users through keystroke dynamics. Thus, this report contributes
to the current state of the art by providing results that proves the feasibility of
the approach. However, given its preliminary nature, further research is needed
in order to: i) pinpoint significant and influential features, ii) refine the methods
to mitigate both false non-match rate and false match rate, and iii) explore
strategies to enhance the statistical significance of inter-differences between the
populations’ references.
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