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Abstract. Ensuring information security means not only improving the
technical controls of business data confidentiality and integrity but also
managing the human factor. One of the key user weaknesses is considered
to be their susceptibility to emotional manipulation exploited by cyber-
criminals to trick their victims into taking an insecure action. Phishing
emails are the easiest and most widespread form of cyberattacks. In this
article, we study the correlation between the emotions users have when
they receive phishing emails and their further behavior toward those
emails. The research consists of two phases: self-reflection survey, when
respondents assess their emotions and behavior toward presented emails
(1), and field study, when respondents are sent simulated phishing email
attacks, recording all actions taken after receiving such emails (2). The
research has confirmed the importance of emotions as one of the key fac-
tors affecting user behavior toward phishing emails. Moreover, we have
found that the range of emotions makes no difference, whereas their in-
tensity does: the more intense the emotions are, the more likely that
users will take insecure actions induced by the fraudster.

Keywords: Phishing - emotions - information security.

1 Introduction

Phishing is a form of online identity theft that employs both social engineer-
ing and technical subterfuge to steal consumers’ personal identity data [I5]. To
achieve this, fraudsters, known as phishers, use spoofed emails and fake websites
of well-known companies, which are perceived by victims as reliable. This section
outlines the various aspects of phishing and its impacts.

1.1 Background

Phishing typically involves tricking users into clicking a link, downloading a
file, or manually providing their personal information by filling out forged data
collection forms. The primary goals of phishing are to collect personal data such
as credit card numbers, usernames, passwords, and to hack or infect a user’s
computer for further malicious use [14][19].
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Prevalence and Impact Phishing attacks are becoming more profitable than
physical theft due to their ease of execution and the anonymity they provide.
As technology advances, cybercriminals can reach more people through social
media and messengers [7]. Information security experts estimate that 90% of the
300 billion emails sent daily are phishing attempts [12], resulting in substantial
financial losses for both organizations and individuals [I3].

Challenges in Cybersecurity Despite technical controls, corporate networks
remain vulnerable due to human factors. Employees, driven by a misplaced sense
of security, may disable protections to access malicious files, thereby compromis-
ing the network. Humans are often considered the weakest link in information
security systems [24].

Models of Cyberattack and Psychological Impact To manage the human
factor in information security, Bogdanov and Voldokhin developed a classifi-
cation of cyberattack vectors, encompassing both technical and psychological
aspects [2]. This classification informed the creation of the Psychological Impact
of Cyberattacks model [23], which integrates several theoretical frameworks:

— Phishing susceptibility model [20]

Cognitive process model of fraud detection and response to phishing emails
[6]

— Decision-making model [25]

Detection deception model [9]

Elaboration likelihood model of persuasion [21].

1.2 Emotional Manipulation in Cyberattacks

On Figure [If the Psychological Impact of Cyberattacks model outlines the key
psychological factors influenced by cyberattacks, such as emotional state and
personal characteristics. One of the most important user weaknesses, which is
indicated in Bogdanov A.V. and Voldokhin S.A.’s model, is their susceptibility
to emotional manipulation (emotional exposure) [2].

Emotions as manipulation tool used by fraudsters—are psychophysiological,
subjectively experienced states that modulate user behavior and allow them
to adjust to the environment [I] and in case of a cyberattack — to the cyber
environment. Having specific motivational functions and causing certain behav-
ior, emotions ensure a victim quick response to a stimulus. The efficiency of
impact on victim emotions depends on the correlation between their personal,
psychophysiological characteristics, relevant needs and the surroundings, which
corresponds to the Psychological impact of cyberattacks model. The effective-
ness of this manipulation depends on the correlation between personal traits,
emotional states, and environmental factors.
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1.3 Research Objective

Research and qualitative analysis reveal that phishing emails target various emo-
tional responses, including fear, greed, curiosity, and sympathy. This research
aims to empirically validate the theoretical model by studying the correlation
between user emotions elicited by phishing emails and their subsequent actions
toward these emails. In doing so, the study provides a deeper understanding
of how individuals react to emotional manipulation, contributing to the field of
cybersecurity by highlighting the psychological aspects of phishing attacks.

In the context of this study, we conducted extensive qualitative analysis as
part of our preliminary investigations into the design and emotional impact of
phishing emails. Through this analysis, we identified that phishing emails are
specifically designed to evoke a wide range of emotional response. This enabled
us to establish a detailed classification of cyberattacks based on these emotional
triggers [2]. Among the most common emotions exploited by phishing tactics are
fear, greed, curiosity, and sympathy, which are strategically used to manipulate
user behavior.

Nevertheless, in order to reinforce the credibility of this theoretical model, it
is essential to gather empirical evidence. Therefore, the objective of this research
is to systematically explore the correlation between the emotional reactions that
phishing emails provoke and the actions that users subsequently take in response
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to those emails. This investigation aims to bridge the gap between theoretical
assumptions and real-world behavioral patterns.

1.4 Research hypotheses
We address the following research hypothesises:

— H1: The more intense are the user emotions toward an email, the more likely
that users will click a link or open an attachment (take insecure action).

— H2: Such intense emotions toward emails as fear, interest, greed, or sympa-
thy (desire to help) encourage users to click links or open attachments more
often than any other emotions.

— H3: In real-life conditions, the number of respondents who click links/open
attachments in phishing emails will be higher than during self-reflection as-
sessment regarding such emails.

1.5 Methods and materials

Sample group 51 people (19 men and 32 women) at the age of 18-50 vol-
unteered to take part in the first phase of the research. The average age of the
respondents was 29 years. Among them were 6 university students, 43 profession-
als, 2 people without an occupation. Academic background: 5 of them had high
school education, 5—vocational educations, 13—bachelor’s degree, 22—master’s
degree, specialist’s degree, 6 — higher education, highly qualified specialists. 9
people (2 men and 7 women) from the previous sample group volunteered to take
part in the second phase of the research (they gave 19 contact email addresses,
but only 9 of them were valid). The average age of the respondents was 27 years.
Among them were 2 university students, 7 professionals. Academic background:
2 of them had high school education, 3 —vocational educations, 1—bachelor’s
degree, 2—master’s degree, specialist’s degree, 1—higher education, highly qual-
ified specialists.

Materials Used

Phase 1. To conduct the first phase of the research, we drew up a self-reflection
questionnaire consisting of 6 parts. Each part included an image of a phishing
email that was different from others. The emails were selected according to
different emotional impact, personification (message type) and attack source
that cn been seen in table [Il

The respondents had to imagine that they received these emails by per-
sonal/corporate email and then assess on a scale of 1 to 5 (where 1 is the ab-
sence of the emotion and 5 is a highly intense emotion) what feelings they had at
the moment they saw them. The questionnaire listed such emotions as surprise,
fear, sadness, perplexity (feeling of being confused), sympathy, boredom, greed,
embarrassment, irritation, interest, happiness, gratitude, love, pride, and relief.
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Table 1. Characteristics of phishing emails for simulated attacks

No|Email Emotion Intensifier |Personification Attack
source
Google Security Fear Urgency Personal External
system notifica-
tion
. Interest .
Gosuslugi. ’ Authority Personal External
Fear
Penalty
Money transfer Interest, Anonymous External
Greed
Corporate tickets Greed Urgency Anonymous Corporate
for FIFA
WWF petition S;?;?;:}tly Authority Anonymous External
Request from a| Sympathy Personal Corporate
colleague

Having assessed the emotions, the respondents answered the question of whether
they were suspicious about the email (yes or no), and then they assessed on a
scale of 1 to 5 (1—mo, 2—unlikely, 3—mot sure, 4—highly likely, 5—yes) the
likelihood of clicking the link or opening the attachment in the email. All images
were of phishing emails of which the respondents were unaware.

Phase 2. To conduct the second phase of the research as a field study, we
utilized the Antiphish platform, a robust tool designed specifically for simulating
phishing attacks in a controlled yet realistic environment. This platform allows
researchers to create simulated phishing emails that closely mimic real-world
attacks by embedding secure links and attachments, which enable us to track
and record various user interactions. These interactions include actions such as
opening the email, clicking on embedded links, downloading attached files, and
filling out forms. This comprehensive monitoring provides invaluable data on user
behavior and susceptibility to phishing attempts. Table [2] outlines the specific
characteristics of the phishing emails used in our simulated attacks, highlighting
the emotional triggers and strategies employed.

In this phase, 6 phishing emails were carefully crafted and sent to the real
email addresses of the study’s respondents. The emails were designed to simulate
authentic phishing scenarios while maintaining security through controlled vari-
ables. Prior to deployment, each email was thoroughly analyzed and classified by
a group of information security specialists based on three key factors: the type
of emotional impact they were intended to provoke, the degree of personification
employed in the message, and the source of the attack. Due to the limitations
of our experiment, only anonymous and external sources were used for these
simulated attacks, as creating internal or identifiable attack conditions was not
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feasible. The detailed classifications, including the emotional manipulations and
intensifiers used in the emails, are presented in Table

Table 2. Characteristics of phishing emails for simulated attacks

No|Email Emotion Intensifier PersonificatiopAttack
source
Sympathy,
1 [Voluntary ac- Anonymous External
s : Interest
tivities in the
Republic of
Georgia
2 |Pension fund. Fear Authority  |Anonymous External
Pension savings
transfer
3 |Requirements Interest Anonymous External
Specification
from a foreign
company
. I Authori
4 |Personal credit nterest, uthority, Anonymous External
. Fear Urgency
history report
5 |Discount in a Greed Urgency Anonymous External
large  restau-
rant chain
Interest,
6 |Insurance has Anonymous External
. Greed
been obtained

Being unaware that the emails were part of the research, the respondents
found themselves in a real-life situation where they had to apply their knowledge
of information security and make decisions about whether to click on the links
or download the attachments included in the emails. Every action they took in
response to these emails, such as opening them, clicking links, or downloading
files, was meticulously recorded by the Antiphish(C) platform for further analysis.

One week after the simulated phishing emails were sent to the respondents,
they were provided with personalized feedback detailing their participation and
performance in the experiment. Additionally, they were asked to answer 16
follow-up questions regarding:

— Whether they received all the emails and what emails went to the spam
folder;

Emotional response to the emails;

Initial skills in and knowledge of information security;

Key elements of the emails that made them seem reliable;
— Whether the respondents demonstrated the “learning curve”, which is how
previous emails influenced their behavior toward the following ones.



Impact of Emotions on User Behavior Toward Phishing Emails

Procedure

Phase 1. The respondents filled out an online self-reflection questionnaire on
their own between November 22, 2018 and January 22, 2019. At the beginning
of the experiment all respondents filled out a form with personal data (age,
gender, education, occupation), then they filled out the questionnaire as was de-
scribed above. In the end, the respondents willing to take part in the further field
study were asked to give their email addresses. The received data was processed
via IBM SPSS Statistics 23, and consisted of 3 stages: checking distribution
of all variables for normality according to Kolmogorov-Smirnov test criterion,
performing correlation analysis using a Spearman correlation coefficient, and
making Bonferroni correction for multiple significance tests.

Phase 2. The respondents who gave their prior consent to take part in the
second phase of the research (unaware when it would take place and what it
would be like) were targeted online and individually by the researchers six times
between February 26, 2019 and March 15, 2019. The emails were sent one at a
time every third day on weekdays during business hours, over the period indi-
cated above. There was no control of external variables and independent variable
due to the features of the field study of individual cases. Between March 25 and
March 29, all respondents were sent feedback with personal participation results
of the second phase of the research, and questionnaire with 16 questions. The
data was processed using methods of statistical and comparative analysis.

2 Results

Phase 1. The survey revealed that different number of emails caused suspicion

in different respondents: there was a wide variation from 43% to 90%, where
the average indicator of respondents suspicious about the emails was 59%. The
similar pattern was demonstrated by respondent actions, where the variation
of clicking links was between 5.88% and 47.06% and the average indicator of
respondents taking compromising actions was 27%. The detailed statistics per
email can be seen on table

Table 3. Respondent response to phishing emails

Email No.|Aroused suspicion |Link clicked No click Uncertain Response
1 68.63% (35 resp.) |25.49 % (13 resp.)|60.78 % (31 resp.)|13.73 % (7 resp.)

2 60.78 % (31 resp.)|31.37 % (16 resp.)|50.98 % (26 resp.)|17.65 % (9 resp.)

3 90.2 % (46 resp.) [5.88 % (3 resp.) [88.24 % (45 resp.)|5.88 % (3 resp.)

4 43.14 % (22 resp.)|47.06 % (24 resp.)|39.22 % (20 resp.)|13.73 % (7 resp.)

5 39.22 % (20 resp.)|17.65 % (9 resp.) |68.63% (35 resp.) |13.73 % (7 resp.)

6 58.82 % (30 resp.)[39.22 % (20 resp.)[37.25 % (19 resp.)|23.53 % (12 resp.)
Avg. 58.82 % (30 resp.)|27.45 % (14 resp.)|56.86 % (29 resp.)[15.69 % (8 resp.)
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There is a great negative correlation between suspicions about an email and
actions taken toward it (r = -.490, p < 0.01), which is logical: the more users are
suspicious about an email, the more unlikely that they will click the link/open
the email attachment.

Studying the relationship between respondent demographics and their behav-
ior toward emails, we have found that gender affects how suspicious the respon-
dent would be toward an email and the action that they would take: men have
a weak positive correlation with suspicion toward emails (r = .343, p = .014),
and a strong negative correlation with clicking links/opening email attachments
(r = -.497, p < 0.01). Women are rarely suspicious about emails and tend to
more often click links/open email attachments, which confirms the information
of previously conducted research (Kleitman, Law, Kay, 2018; Flores et al., 2015;
Purkait, De, Suar, 2014).

Age also has a weak negative correlation with clicking links/opening email
attachments (r = -.277, p = .049). The older the user is, the more unlikely that
they will click phishing links/email attachments.

The academic background does not impact suspicions and further actions
toward phishing emails as can be seen in table [

Table 4. Correlation between demographics and behavior toward emails

Suspicion Actions

Gender .343* -.497**
Age -.039 -277*
Education -.077 -.210

Note: **p < 0.01, *p < 0.05

As for the study of correlation between emotions and behavior toward phish-
ing emails, we suggest considering important relations that we identified: sus-
picions about phishing emails have a weak negative correlation with gratitude
(r = -.334, p = .017) and happiness (r = -.278, p = .048), and a strong nega-
tive correlation with pride (r = -.402, p = .003) and love (r = -.371, p = .007).
Behavior toward phishing emails has a weak positive correlation with fear (r =
282, p = .045) and a strong positive correlation with interest (r = .511, p <
0.01), pride (r = .497, p < 0.01), gratitude (r = .476, p < 0.01), greed (r =
448, p = .001), perplexity (r = .439, p = .001), sympathy (r = .425, p = .002),
sadness (r = .424, p = .002), happiness (r = .420, p = .002), relief (r = .377,
p = .006), embarrassment (r = .364, p = .009), and love (r = .362, p = .009)
which can be seen on table

According to the obtained data, we can say that emotions experienced by
users regarding phishing emails do significantly impact their actions toward the
emails. However, the type of emotions is less important than their intensity,
which confirms H1 hypothesis and refutes H2 hypothesis. This is illustrated
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Table 5. Correlation between experienced emotions and behavior toward emails (over-
all results)

Emotion Suspicion|Actions
Fear .029 .282%
Sadness -.165 424%*
Perplexity -.097 .439%*
Sympathy -.133 425%*
Greed -.246 448%*
Embarrassment| -.209 .364**
Interest -.170 BH11**
Happiness -.278%* 420%*
Gratitude -.334% ATE**
Love - 3T1** .362%*
Pride -.402%* 497**
Relief -.146 BT

Note: **p < 0.01, *p < 0.05

by the fact that almost all emotions have a strong correlation with respondent
actions. The only emotion that showed weak correlation was fear, but there was a
logical reason for that: according to the respondent comments, they were familiar
with the phishing email tactic aimed at arousing fear. Therefore, they described
them as boring and irritating rather than fearful. Boredom and irritation became
additional exceptions. The overall results do not demonstrate this correlation
whereas individual cases show that the more intense the user emotions are, the
more unlikely that users will take any actions toward the email, as hoped by
cybercriminals.

As for suspicions, quite fewer emotions turned out to be important here.
The more the respondent feels love, pride, happiness, and gratitude, the less
suspicious they are about the email. It means that positive emotions are able to
decrease the rise of suspicion about emails.

Having compared the results in table[6]of respondent assessment of their emo-
tional intensity regarding the phishing emails and the prior assessment made by
information security specialists, we found the following: the respondents men-
tioned that they were quite surprised by all emails, and there was only a co-
incidence of emotions aimed at evoking interest assessed by the specialists and
those self-reflected by the respondents. The majority of emails were assessed by
respondents differently when compared to what the information security special-
ists have predicted. Respondent emotions reflected individual feelings that were
not the same even among the group members. It means that it is not reason-
able to classify emails according to the types of emotions as they are individual
feelings, and it is more important to identify their intensity than type.

Respondent comments helped us identify additional factors that influenced
suspicion and demotivated them to open emails:
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Table 6. Comparison of the most intense emotions aroused by phishing emails from
the survey of information security specialists and respondents [26].

No|IS Specialists’ Emotion|Respondents’ Emotion

1 |Fear Irritation (3.1 points out of 5)
Surprise (2.9 points out of 5)
2 |Fear Interest

Surprise (3.3 points out of 5)
Perplexity (2.9 points out of 5)
Irritation (2.6 points out of 5)
Interest (2.5 points out of 5)

3 |Greed, Interest Surprise (2.7 points out of 5)
4 |Greed Surprise (3.2 points out of 5)
Interest (3.2 points out of 5)
5 |Sympathy, Interest Boredom (2.2 points out of 5)
Surprise (2.2 points out of 5)
6 [Sympathy Surprise (2.6 points out of 5)

Irritation (2.5 points out of 5)

— Email address did not correspond to the official sender;
— Strange name of the attached file;

— Previous experience of dealing with such emails (many respondents indicated
that for emails No 1 and No 3);

— Attitudes (lack of faith in their luck, petition usefulness, etc.);

— The subject/content of email did not correspond to their interests (indiffer-
ence to football, WWEF, etc.);

— Negative attitude to the sender (aversion to HR specialists and desire to
ignore them, etc.);

— Constraints (tickets, time, etc.).

Phase 2. According to Antiphish platform, on average, 2 respondents out of
9 opened phishing emails and loaded images in unsafe mode and 1 person clicked
the link or opened the attachment.

Table 7. Respondent actions toward phishing emails

Email No Opened email |Clicked link/opened attachment

1 11.11% (1 resp.) 11.11% (1 resp.)
2 66.67% (6 resp.) 11.11% (1 resp.)
3 55.56% (5 resp.) 22.22% (2 resp.)
4 88.89% (8 resp.) 33.33% (3 resp.)
5 0% (O resp.) 0% (0 resp.)
6 11.11% (1 resp.) 0% (O resp.)

Overall average|25.56% ( 2 resp.) 7.78% (1 resp.)




Impact of Emotions on User Behavior Toward Phishing Emails

The largest number of respondents as table [7] shows, opened email No 4
(Personal credit history report) and No 3 (Statement of work from a large foreign
company). Only 1 respondent out of 9 stood the simulated attacks. At the same
time, the following survey showed that those emails that were not opened by the
respondents either went to the spam folder or were not sent due to some technical
reasons. On average, the users received only 3 attacks out of 6. It means that
the rate of vulnerable users was much higher than we could identify.

When we compared the available data from the experiment (phase 2) and
self-reflection (phase 1), we found that the respondents tended to inflate their
resilience to phishing attacks more than two fold ( 2.4), which confirms H3
hypothesis.

The research survey showed that the respondents most actively self-reflected
on their interest (taking insecure actions) and irritation (identifying an email
as a fraudulent one). The majority of respondents: do not follow information
security rules and even if they have relevant knowledge, it is out-of-date; prefer
avoiding suspicious emails received by personal email but not by business email;
avoid downloading attachments but think that it is safer to click links; do not
employ additional technical controls, and assess their information security skills
(7.5 points out of 10) higher than their information security knowledge (6.25
points out of 10). The respondents noted that phishing emails seemed more
reliable if they had the following elements:

— Email domain was similar to the original one;

— Branded design of official emails;

— The email text style corresponded to the sender;
Meticulous layout (type, style, and color);

Clear and concise statements;

— A lot of contact information in the signature;

— Personal interest in the email subject and content;
— Absence of irritating elements.

2.1 Reducing Susceptibility to Phishing Attacks

Several methods have been identified to reduce the likelihood of users falling for
phishing attacks, each with varying degrees of effectiveness:

— Real phishing attacks: Individuals who experience real phishing incidents
often develop long-lasting caution and are more likely to engage in secure be-
havior moving forward. Such experiences create a memorable impact, making
users more suspicious and alert.

— Phishing simulations: Our data from the Byborg awareness training pro-
gram [27] over a one-year period demonstrates the effectiveness of simulated
phishing exercises. These simulations provide practical, hands-on experience
in recognizing different types of phishing emails and manipulation tactics in
a safe environment, preparing individuals for future threats. This method
is almost as effective as real phishing attacks, as it combines experiential
learning with exposure to various phishing techniques.

11
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— Traditional education (online or offline): While courses and seminars
can raise awareness, their long-term effectiveness is limited compared to
simulations. Showing examples of real phishing attacks during such courses
may help reinforce knowledge, but the overall impact tends to fade more
quickly than with simulation-based training.

Interestingly, categorizing phishing emails based on the emotional manipula-
tion tactics used (instead of by subject matter) enhances recognition and recall,
particularly for non-technical users. Although our data on this approach comes
from earlier training sessions conducted 5-6 years ago, it suggests that emotional
framing may be a powerful tool in improving phishing detection.

2.2 Recommendations for Effective Phishing Training

Based on our analysis, we recommend that phishing simulations be organized as
follows:

— Randomization of groups: Simulated phishing attacks should be dis-
tributed randomly among employees, preventing coordination or forewarn-
ing. This method ensures that each employee has to independently recognize
phishing attempts.

— Regular intervals: Simulations should be conducted at least once every
three months but no more than once every two weeks. Ideally, employees
should experience one phishing attack per month, distributed randomly to
maintain unpredictability.

— Adaptive training: If an employee fails to detect a phishing email, an ad-
ditional targeted simulation should be scheduled within the following week.
This personalized follow-up can be automated to ensure timely delivery and
to reinforce learning for those in need of further training.

— Timing variation: Phishing emails should be sent on different days and at
varied times to avoid predictability and simulate real-world conditions more
accurately.

These recommendations aim to create a robust phishing awareness program
that adapts to employees’ learning curves while maintaining a high level of se-
curity across the organization. Regular exposure to phishing simulations helps
in building long-term recognition skills, fostering a proactive defense against
phishing attacks.

3 Limitations and future research

3.1 Threats and limitations to validity

The main challenge and advantage of this study lies in the fact that it was
conducted under field conditions. Randomly selected participants, who had no
connection to information security, consented to take part in a year-long study
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without knowing the exact dates of the simulated attacks (Phase 2) after com-
pleting the initial survey (Phase 1). The simulated attacks were carried out on
the participants’ real public email accounts. As a result, some of the attacks were
unexpectedly blocked by email systems such as Google, which was reflected on
our phishing platform. Consequently, only 9 participants from the entire group
actually received all the emails, despite being included in the mailing list. Those
who did not receive all the emails were excluded from the final sample, as their
inclusion would have disrupted the accuracy of correlation calculations.

3.2 Future work

Future research could focus on expanding the scope of emotional analysis by
exploring how different contextual factors, such as the content and design of
phishing emails, influence emotional intensity and user behavior. Additionally,
incorporating real-time emotional detection methods, such as biometric or sen-
timent analysis tools, may provide more accurate insights into how emotions
evolve during interactions with phishing emails. Further studies could also ex-
plore cross-cultural differences in emotional responses and their impact on phish-
ing susceptibility to develop more effective and personalized training programs.

In addition to emotions, future research could explore other human-related
factors that influence behavior toward phishing emails, such as personality traits,
cognitive biases, and decision-making styles. Investigating these more complex
psychological elements may provide a deeper understanding of why certain in-
dividuals are more susceptible to phishing attacks. Moreover, studying factors
like stress, fatigue, or risk tolerance could help refine predictive models of user
behavior. These findings can be applied to develop more personalized and adap-
tive employee training programs, addressing not only emotional responses but
also individual psychological profiles, ultimately improving the effectiveness of
phishing awareness and information security training.

An interesting direction would be to compare phishing emails generated by
large language models (LLMs) with those crafted by humans. Leveraging our ex-
isting data on emotional triggers that most influence users to click on phishing
emails, we could provide this information to LLMs to generate phishing tem-
plates and compare them with human-generated ones. This comparison would
help determine which method is more effective in simulating realistic phishing
attacks and exploiting emotional manipulation tactics. Such a study could en-
hance the understanding of AI’s role in phishing and improve phishing awareness
training.

4 Conclusion

Research into the human factor in information security is rather new but impor-
tant for psychology studies. Where there was a mix of theories and approaches
of psychology, sociology and marketing forming the so-called “social engineer-
ing”, we can see again the differentiation between directions taken by different

13
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sciences, which is confirmed by our national model of psychological impact of
cyberattacks.

The research allowed us to confirm that it is credible and significant to iden-
tify emotions in the theoretical model as one of the key factors impacting user
behavior toward phishing emails (H1). At the same time, we found that the
range of emotions aroused by attacks had no importance, while their intensity
did (H2): the more intense were user emotions, the more likely that users would
take insecure actions induced by the fraudster. Moreover, the respondents could
not objectively assess their knowledge of and skills in information security, over-
estimating them more than two fold (H3).

The practical significance of the research lies in the fact that the Psychological
impact of cyberattacks model developed by Bogdanov, A.V. and Voldokhin, S.A.
may be used to simulate attacks on employees, to train their skills in information
security, and involve HR specialists to help ensure information security through
diagnostics and education of personnel.
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